
Legislative

EU Commission
Legislation

Strategic & Legislative Pillar

CEN / CENELEC / ETSI
Harmonized Standards

Technical & Normative Pillar

Enforcement Guidelines & 
Implementing Acts 

[CRA Art 52.15 Rec 6, 108]

Submission of Draft 
Harmonised Standards 
i.e. prEN 40000 [CRA Art 27.2 Rec 80, 85]

Standardisation Request / 
Mandate for Harmonised Standards 
[CRA Art 27.2 Rec 79, 83]

ADCO Group
EU Market Coordination

Judicial & Executive Pillar

ENISA
Technical Schemes & Reporting

Operational & Analytical Pillar

Operational Mandates &
Implementation of Technical Schemes

[CRA Art 16.1 Rec 69]
Biannual Risk Trend Reporting & 
Technical Advice 
[CRA Art 17.3]

Cyber police
CSIRTs network

Technical Analysts Network

Technical Analysis Pillar

Forwarding of Notifications & Technical 
Information Sharing 

[CRA Art 17.2]

Technical 
Risk Assessment

[CRA Art 17.1]

National 
Enforcement & 
Reporting

BSI Germany
National Market Surveillance Authory

National Executive Pillar [CRA Art 52, CRA-DG]

Coordinated Market 
Surveillance Actions & 
Harmonised Enforcement 
[CRA Art 52.15]

National CSIRT / CERT-Bund
National Reporting Endpoint

National Analyst Pillar

Harmonised Standards /
Presumption of Conformity

(EN 40000 Series) [CRA Art 27]

Operative
Implementation & 
Assessment

Mandatory
Notification of
Certificate
Refusals &
Market
Surveillance
Requests
[CRA Art 49.1]

Notification, 
Designation & Monitoring

[CRA Art 36.1, 45.1]

Information Request & 
Technical Compliance 

Audit [CRA Art 45.2, 54.1]

Manufacturer
Secure Architecture & Patches

Core Implementation Pillar

Application for Conformity 
Assessment & Submission 

of Technical Design 
Documentation [CRA 
Art 32.1 & App VIII]

Issuance of 
EU-Type Examination 

Certificates & Evaluation Reports
[CRA Art 32.1 & 3, App VIII]

Market Surveillance, Technical Audits,
Compliance Enforcement,

i.e. (BSI TR-03183), 
product recalls [CRA Art 52]

KMU Helpdesk &
Reporting
Technical

Support
[CRA Art 17.6]

Mandatory 24h 
Early Warning & 
72h Deep 
Incident Reporting
[CRA Art 14]

End-User / Operator
Incident Detection & Operations

Field Operations Pillar

Importer / Distributor
Third-Party Compliance & Supply

Supply Chain Pillar

Market Surveillance Inquiries & 
Documentation Access [CRA Art 19.3 & 7, 20.5]

Public Vulnerability
Disclosure

(NIS-2 Link)
[CRA Art 17.2]

Component Supply, Vulnerability & Risk Notification
[CRA Art 13.5 & 7, 19.2, 20.4]

Reporting of 
Vulnerabilities & Security
Issues [CRA Art 13.16]

Market Surveillance,
Technical Audits &

Compliance Enforcement,
Product recalls,

[CRA Art 52]

Mandatory Incident Reporting & Regulatory Enforcement

Technical & Standardization Reference (EN 40000 Series / Presumption of Conformity)

Security Updates, 
Vulnerability Information & 

User Guidance 
[CRA Art 13 & Art 14]
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ENISA / SRP
Single reporting platform

Single Reporting 
Infrastructure & Platform 
Maintenance [CRA Art 16.1]

Simultaneous Accessibility via SRP 
endpoint [CRA Art 14.7 & Art 16.1]

Active Membership &
Information Sharing

Simultaneous
Accessibility

[CRA Art 14.7]

EU-CyCLONe
Cyber Crisis Network

Political & Crisis Pillar

Crisis  Notification & Strategic 
Intelligence Sharing

[CRA Art 17.1]

Crisis Feedback & 
Response Coordination

[CRA 17.1, NIS-2]

Request for Technical 
Advice & Consultation

[CRA Art 52.5]

Internal Notification of 
Non-Compliance & Severe Risks 

[CRA Art 16.3]

Request for Technical 
Advice & Consultation
[CRA Art 52.5]

ENISA / EUVD
Public European Vulnerability Database

Coordinated 
Vulnerability 
Disclosure & DB 
Entry [CRA Art 17.5]

Active Vulnerability 
Validation & Patch Status 
Inquiry

Voluntary Vulnerability & 
Incident Reporting
[CRA Art 15.1 & 2]

Authorized Representative
Mandated Legal Representative

Legal Interface & Documentation 
Repository

Written Mandate &
Task Delegation
[CRA Art 18.1]

Documentation Access & Mandate Copy
[CRA Art 18]

Risk
Mitigation

Cooperation
[CRA 18]

Open-Source Software Stewards
Cybersecurity Strategy & Community Vuln. Management

Cybersecurity Strategy & Community Vuln. Management

Secure Development Framework & 
Vulnerability Info Sharing [CRA Art 24.1]
Voluntary Security Certification Programs [CRA Art 25]

Mandatory Severe Incident & 
Vulnerability Reporting [CRA Art. 24.3]

Risk
Mitigation

Cooperation
[CRA Art. 24.2]

Cybersecurity Policy Access & 
Compliance Verification [CRA Art. 24.2]

SME Implementation Guidelines

Clarity on Substantial 
Modifications & Support Periods

Mandatory Publication & 
SME Support Mandate  [CRA Art. 26]

Mandatory Coordination & 
Experience Exchange [CRA Art. 50]

Notified Bodies / TÜV, ...
Third-Party Audits

Conformity Assessment Pillar

Risk Warning & Enforcement Mandate [CRA Art. 56.1]

CRA Regulatory Renewals

Continuous Update of Technical
Specifications & Scope [CRA Art. 61, 62]
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